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COMPANY VISION

SDA strives to continuously exceed expectations by providing highly qualified, ethical, and capable professionals with a passion for
understanding our client’s mission and driving their success. Our ability to find and retain “best in industry” experts enables us to
efficiently deliver innovative approaches using the latest technology to plan, implement, and optimize advanced solutions tailored
to each of our clients’ needs.

IT/OT Services Cybersecurity Services
= Zero Trust Architecture (ZTA) Strategy, = Cybersecurity Optimization Engineering
Engineering, and Implementation through Security and Privacy By Design
* Network Monitoring, Incident Response, = Automated Continuous Monitoring (ACM) and
Performance Optimization, and Modernization Incident Response (IR) Support
= Secure Messaging & Directory Services = Governance, Risk, and Compliance (GRC), Risk

Management Framework (RMF), and Ongoing

* Network, Systems, and Application R -
Assessment and Authorization (A&A) Services

Administration and Customer Support
= Business Operations, IT/OT Process, and Cyber

= Cloud/Virtualization Strategy, Migration, i A
Governance Alignment and Optimization

Engineering, and Administration
= Security and Penetration Testing and Analysis

Automated Continuous Monitoring (ACM) Cybersecurity Solutions

» Enterprise-level Security and Privacy Control Inheritance Modeling and Tracking Automation
= ACM Control Mapping, Cybersecurity Technology Implementation, and Solution Integration

= |dentity, Credential, and Access Management (ICAM) and Privileged Access Management (PAM)
= Managed/Extended Endpoint Detection and Response (MDR/XDR) Operations and Support

= Security Information and Event Management (SIEM) Tool Implementation and Management

= Security Orchestration, Automation, and Response (SOAR) Integration and Optimization

= Cyber Deception Tool Implementation, Integration, and Optimization

= Cyber Threat Modeling and Breach and Attach Simulation (BAS) .

= Network Micro-segmentation, Encryption, and Monitoring i
= User and Entity Behavior Analytics (UEBA)
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540-226-3005

@ 1010 Corporate Dr #305B, Stafford, VA 22554, USA
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COMPANY BACKGROUND

Founded in 2013, SDA Solutions LLC (SDA) is an agile, 8(a) certified, and service disabled Veteran-owned small business
(SDVOSB) headquartered in Northern Virginia. As a professional services and solution provider, we are committed to
delivering an effective and efficient approach to our clients with best in class IT Operations, Systems and Security
Engineering, Cybersecurity, Compliance, and Testing and Evaluation capabilities tailored specifically to their requirements.

Value-Added Reseller (VAR) Partnerships
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Integrated data management, protection, and compliance platform

‘é’ xo N A Centralized access, inventory, and management of ICS/OT devices

Contact us for discount information and integration support services.
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Past Performance/References Contract Vehicles

Network Support Services Marine Corps Recruiting Prime
Command (MCRC), Quantico, VA .« 8(3)Di aard N
Dr. Thurman “Clay” Dubberly, 703-784-9558 (a) Direct Awar

thurman.dubberly@marines.usmc.mil * GSASTARS Il - 47QTCB21D0101

RMF Support, Marine Corps Community Services (MCCS) NIWC 8(a) Incubator MAC IDIQ - N6523620D4832
Mr. Daniel Eaves, 252-562-3128 * Seaport NexGen - N0017819D8478
daniel.eaves@usmc-mccs.org * GSA MAS & HACS SIN - 47QTCA20D0015S

Cyber Analytics and Strategy Support, Florida Citizens Subcontractor
Ms. Angela Si , 904-407-7340 . . .
> ANgEa Simmons * SPAWAR Cyber Mission Engineering

Angie.simmons@citizensfla.com
* USACE AEC Architecture And Engineering Vertical
Design Services IDIQ

United States Marine Corps, Utility Energy Service Contract
Erik Norgren, 651-905-5753
enorgren@energysystemsgroup.com * ARMY ITES-3S

Additional Company Information

NAIC Codes

Top Secret Facility Clearance 541511 — Custom Computer Programming Services
CAGE CODE: 6UAR4

DUNS: 078642358

541512 — Computer System Design Services

541513 — Computer Facilities Management Services

YHIH-TEBAUDITS. CoM 541519 — Other Computer Related Services
e = 541330 - Engineering Services
sw o e B 541690 — Other Scientific and Technical Consulting Services

Supplier Diversity Strengthens the Commonwealth

by the Virginia Department of Small Business & Supplier Diversity 611710 - Educational Support Services
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